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Clinical Trial

Computer System Maintenance Plan

This document provides guidance and recommendations regarding the maintenance of new computerised systems within clinical trials. Computerised systems are defined as systems that collect data in electronic form and create, modify, maintain, archive, retrieve or transmit that clinical data.  
As source data are necessary for the reconstruction and evaluation of the trial to determine the safety of IMP’s this document is intended to provide guidance to ensure confidence in the reliability, quality, and integrity of electronic records.

.

Plan Outline

For in-house systems, the validated state should be maintained from the beginning of the systems life through to its end and decommissioning. The following steps are recommended to document to describe and deploy a maintenance plan: 

1. Maintenance Control Sheet: A document control sheet indicates the current version of the plan along with the revision history documents.
2. Approval of Plan: A sheet indicating the signatories that show approval for the Plan from within the JCTO and maintenance group.

3. Operation Management of the System: A brief outline of the system and how it is used. It should record any hardware or operating system requirements that differ user groups and identify the major user types for the Computer System.

4. Security Plan: A document providing the details of how the hardware or software is protected against loss (i.e.: physical security for hardware and the prevention or unauthorised physical access to the computer system or logical security for the prevention or unauthorised access to the software application/s. Procedures should in place should be detailed, including:
a. Rules and responsibilities for assigning access rights.

b. Use of electronic signatures is adequately controlled (e.g.: password and username definitions).
c. Access rights are reviewed periodically to ensure they are appropriate (e.g. timed with monitoring visits or permissions given for a new user).

d. All users receive appropriate training in the use of the system.

e. Virus protection measures.
f. Documentation of routine back-ups and the intervals of back-ups justified where necessary.

5. Risk Assessment: A list of the possible risks to the computer system when in use and the likely resolution should the risk arise.
6. Change Management: It is necessary to control changes to a system in order to ensure that it continues to function correctly. Procedures should be recorded to identify, authorise, validate and install changes to the system, including:
a. Hardware
b. Software
c. Environment (i.e. OS)
d. Hardware or software configurations
e. Changes in system use
For systems developed for larger solutions to clinical trials  over multiple trusts or companies, it is further recommended that a periodic review of the maintenance plan is undertaken to ensure that the validated system continues to perform as expected.

The validation status of a system should be reviewed periodically when the system is used in multiple environments and in multiple instances (such as a database specification tool). This will help in capturing unnoticed changes (e.g.: network software, OS updates). The periodic review should take place at least every 5 years if no other major validation activity has occurred.
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