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Purpose

The purpose of this computer validation plan is to ensure that the JCTO’s SOP is adequately addressed for [System Name], version [x.x], and to identify the approach to be used to comply with the SOP.

As defined in the Clinical Trial Computer Validation Systems SOP, computerised systems are defined as systems that collect data in electronic form and create, modify, maintain, archive, retrieve, or transmit that clinical data.  Because a computer platform may be part of several computer systems, it is qualified separately to ensure that it is properly installed and tested. Additional testing of the computer platform is accomplished through the user validation testing that is executed by the users of the application.

System Description and Scope

[Provide an overall description of the system. Be sure to indicate considerations for what will be performed globally and what will be performed locally.]

Criticality and Complexity

[Define the criticality and complexity of the system and how this rating will affect the validation plan detailed in this document. If possible, use either “high” or “low.” Avoid the term “medium.” Include rationale for your decision.]

Criticality is based on:

1. The potential consequences of failure.

2. The probability of failure.

Complexity is based on whether the system:

1. Contains detailed algorithms or calculations.

2. Interfaces with other external systems.

3. Performs extensive data input checking.

4. Performs large numbers of transactions.

5. Has a large number of users.

6. Requires extensive support to maintain the system.

7. Requires significant customization of a standard software package through configuration and/or modification of the source code.

Validation Approach

The Standard Requirements addressed below are specified in JCTO/SOP/15.0.
System Documentation

Intent: To ensure that documentation exists that describes what the system does and how to use the system. System documentation includes technical support documentation.

[List only those documents that pertain to this validation project.]

	Deliverables:
	Author:

	Requirements
	[Insert Role(s) responsible for the deliverable.]

	Specifications
	

	Documentation detailing personnel and procedures (IT and/or User Community) for the support, maintenance, and use of the system.
	

	Documentation for the support, maintenance, and use of the code by persons other than the developer.
	

	System reference manuals and user guides.
	

	System Identification Document.
	


Comments:

[Address whether or not the documentation exists, and who will provide it if it does exist. In the case of vendor created software, vendor supplied documentation should be referenced. If this documentation does not exist, provide the approach to be followed to create it. If any of this documentation does not apply to this validation, provide a rationale as to why it does not apply.]

Electronic Records and Signatures

Intent: To ensure that electronic records are accurate, reliable, and trustworthy. To ensure that electronic signatures are authentic, reliable, trustworthy, and legally equivalent to handwritten signatures (irrevocable).

	Deliverables:
	Author :

	Documentation that addresses how this computer system addresses 21 CFR Part 11, and the company policy for electronic records and signatures.
	[Insert Role(s) responsible for the deliverable.]

	Gap Analysis (if necessary)
	

	Corrective Action Plan (if necessary)
	


For Electronic Records, address the following points:

1. Is it an “open” or “closed” computer system?

2. If the sequence of the process is important, does the system enforce the proper sequence?

3. If data can only come from authorized devices, are checks in place to prevent input from unauthorized devices?

4. Authority checks to verify that only authorized individuals can access and use the system.

5. How audit trail requirements are met.

6. How date and time stamp requirements are met.

7. What procedures are in place to ensure that the system clock cannot be casually altered?

For Electronic Signatures, address the following points:

1. What the electronic signature design solution is based on (i.e. User ID and password, combination of ID cards or card keys in combination with a password, etc.).

2. Who is responsible for determining and documenting the number of electronic signatures required for a specific work process?
3. How electronic signatures and their associated records are protected from tampering.

4. How electronic signatures are protected from use by anyone other than the genuine owner.

5. What the recall, revising, and replacing procedures are for electronic signatures.

6. What test procedures are in place and documented to ensure that identification devices function properly and have not been altered.]

Testing & Test Data

Intent: To establish documented evidence that the computer platform and application software were properly installed and tested, and that the computer system produces reliable, predictable, and reproducible results.

[List only those documents that apply to this project.]

	Deliverables:
	Author :

	Programmer Testing documentation – documentation that the developer (vendor or in-house) thoroughly tested the code.
	[Insert Role(s) responsible for the deliverable.]

	Test Plan – documentation that details the strategy to be employed to test required system functionality.
	

	Test script(s) – documentation that the application software was tested from the customer’s perspective as it will be used in production.
	

	Test logs(s) – documentation describing the results of testing.
	

	Test Report – documentation that summarizes all test results and provides appropriate approval to document that testing was successfully completed.
	


Comments:

[Address whether or not the documentation exists, and who will provide it if it does exist. If this documentation does not exist, provide the approach to be followed to create it. If any of this documentation does not apply to this validation, provide a rationale as to why it does not apply.]

Training

Intent: To ensure that users of the computer system are properly trained.



[List only those documents that pertain to this validation.]

	Deliverables:
	Author:

	Training Plan [Addresses who should be trained, what type of training is required, what is the established schedule for training or re-training, and define the criteria for refresher training.]
	[Insert Role(s) responsible for the deliverable.]

	Training documentation [Should include who was trained, when they were trained, who performed the training, what training methods and materials were used, and what is the established schedule for training or re-training.]
	


Security

Intent: To control access to the computer system.

[List only those documents that pertain to this validation.]

	Deliverables:
	Author:

	Security Plan or SOPs :

Security controls (physical, logical, or a combination of the two) to prevent unauthorized access to the computer system software, hardware, and data.

Procedures for authorizing, granting, and revoking access to the computer system.
	[Insert Role(s) responsible for the deliverable.]

	Revision History – documentation detailing the revision history and applicable retention schedule for the computer system.
	

	Access Control Lists [Access Control Lists must be a historical account of who has access to what, when access was granted and by whom, when or if access was denied or revoked.
	


Comments:

[Address whether or not the documentation exists, and who will provide it if it does exist. If this documentation does not exist, provide the approach to be followed to create it. If any of this documentation does not apply to this validation, provide a rationale as to why it does not apply.]

Validation Report

Intent: To ensure that the results of validation activities are documented, including deviations from the Computer Validation Plan, and a conclusion as to whether the system can be released for it’s intended use.

	Deliverables:
	Author:

	Computer Validation Report.
	[Insert Role(s) responsible for the deliverable.]



         Comments:

The Computer Validation Report must include:

A list of deliverables generated from validation activities (e.g. Computer Validation Plan, SOPs, Requirements, Specifications, etc.), including the location of the documents.

Test documentation with results (may be referenced).

Approval of the System Owner or designee and Quality Assurance before the system is released for use.

Review and Approval Signatures

The signatures below indicate that this document meets the JCTO requirements for validation planning  and execution. 

Approved by Quality Assurance (Required): 

	Signature
	Initials
	Date


[Typed/Printed Name]

The signatures below indicate that the named system meets the requirements of the System Owner and is accurate document, detailing of the plan for validating the named system.

Approved by System Owner or Designer (Required):

	Signature
	Initials
	Date


[Typed/Printed Name]
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